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Article Type: Bioterrorism is an emerging threat whose consequences extend beyond
Reserch Article crimes against individuals to public health, national security, social
order, and governance capacity. The potential dissemination of
biological agents, difficulty identifying the origin of incidents, possible
cross-border spread, and the need for rapid responses make it impossible

Artl.cle R to address bioterrorism solely through criminalization and punishment.
R e This study analyzes Iran’s criminal policy toward bioterrorism through
Acce,pted 2026/ 2 the theoretical framework of biosecurity governance and relevant
gg;lgl/ssh/j((l) Online international regimes. It examines the extent to which Iran’s criminal

policy has coordinated criminal, health, security, scientific, and
managerial capacities for preventing and responding to biological threats
and reflected relevant international requirements in domestic
policymaking. Using a descriptive-analytical methodology, the study
analyzes domestic legal provisions, international instruments and
frameworks, and scholarly literature. Findings indicate that Iran
possesses substantial legal, institutional, scientific, and specialized
capacities, but fragmented regulations, multiple institutions, weak
intersectoral coordination, a predominantly reactive approach, and gaps
between legal and operational capacities remain major challenges. Thus,
the central problem is not merely a lack of capacity, but inadequate
governance and integration. Effective counter-bioterrorism requires
integrated biosecurity governance, stronger prevention and detection,
improved interinstitutional coordination, and expanded international
cooperation.
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1. Introduction

Bioterrorism constitutes a multidimensional security threat located at the intersection
of national security, public health, criminal justice, scientific governance, and
international security. Unlike conventional forms of terrorism, a biological attack
may initially manifest itself as an outbreak of an infectious disease, making the
distinction between a naturally occurring epidemic, an accidental biological incident,
and a deliberate biological attack particularly difficult. The consequences of such an
event may extend beyond immediate casualties to include disruption of health
systems, economic losses, social instability, public fear, and challenges to state
legitimacy. Consequently, effective counter-bioterrorism policies cannot be limited
to criminalization and punishment after an incident has occurred. They require an
integrated system of prevention, risk assessment, biosurveillance, laboratory
preparedness, emergency response, intelligence, investigation, and judicial
accountability. The international governance of biological risks has developed
through several partially overlapping regimes and instruments. The Biological
Weapons Convention (BWC) establishes the principal international prohibition
against the development, production, and stockpiling of biological weapons. United
Nations Security Council Resolution 1540 requires states to prevent non-state actors
from acquiring weapons of mass destruction and related materials, while the
International Health Regulations (IHR) establish an international framework for the
detection, assessment, notification, and response to public-health events. In addition,
contemporary biosecurity governance increasingly addresses the risks associated
with dual-use life sciences, laboratory security, responsible scientific research, and
the governance of emerging biotechnologies. Iran possesses a range of legal,
institutional, scientific, public-health, and security capacities relevant to biological
threats. However, the central problem is not simply whether such capacities exist.
Rather, it concerns the extent to which these capacities are connected and can operate
as an integrated system. This study therefore examines the compatibility of Iran’s
criminal policy toward bioterrorism with the requirements of comprehensive
biosecurity governance and relevant international regimes.

2. Theoretical Approach

The theoretical framework of this study combines the concepts of biosecurity
governance, human security, and criminal policy. The governance approach shifts
analytical attention from the exclusive role of the state toward coordination among
multiple institutions and sectors. In the context of biological threats, effective
governance requires interaction among public-health institutions, laboratories, law-
enforcement agencies, intelligence organizations, judicial authorities, scientific
communities, emergency-management structures, and international organizations.
The concept of human security further broadens the analysis by placing the
protection of individuals and communities at the center of security policy. Biological
threats do not affect only territorial sovereignty or state institutions; they directly
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threaten human life, health, livelihood, and social stability. Therefore, a
comprehensive counter-bioterrorism policy must integrate national-security
considerations with public-health preparedness and individual protection. The study
also employs the concept of criminal policy as a bridge between prevention and legal
response. Criminal policy is understood not merely as the enactment of criminal
sanctions but as the broader set of preventive, regulatory, institutional, investigative,
and judicial measures through which a state responds to criminal threats. On this
basis, the study argues that counter-bioterrorism criminal policy should be assessed
according to its ability to connect three interdependent functional cycles: prevention
and control of biological risks; detection and emergency response; and investigation,
attribution, and criminal accountability.

3. Methodology

This research employs a qualitative, descriptive-analytical methodology. The study
uses documentary analysis of international legal instruments, international
institutional frameworks, academic literature on bioterrorism and biosecurity, and
Iranian legal and policy documents. Major international instruments examined
include the Biological Weapons Convention, United Nations Security Council
Resolutions 1373 and 1540, the International Health Regulations, and contemporary
World Health Organization guidance on laboratory biosafety, laboratory biosecurity,
dual-use research, and the responsible governance of life sciences. The Iranian
dimension is examined through relevant legislation, institutional arrangements,
policy documents, and scholarly studies addressing bioterrorism, biosecurity,
criminal policy, public-health preparedness, and passive defense. The analytical
strategy is based on identifying the principal capacities of the Iranian system and
examining the institutional connections among prevention, surveillance, laboratory
diagnosis, crisis response, investigation, and judicial action. Rather than measuring
the effectiveness of individual institutions in isolation, the study focuses on the
degree of functional integration among them.

4. Results and Discussion

The findings indicate that Iran cannot be characterized simply as lacking legal or
institutional capacity for addressing biological threats. The country possesses several
important components of a counter-bioterrorism framework. These include
participation in the international biological-weapons regime, domestic legal
provisions relevant to biological safety and public health, institutional structures
associated with passive defense and emergency preparedness, disease surveillance
mechanisms, laboratory capacities, and scientific expertise. These elements provide
a significant foundation for addressing biological risks. Nevertheless, the analysis
identifies fragmentation as a central challenge. Responsibilities relevant to biological
threats are distributed among several institutional domains, while the connections
between them are not always sufficiently institutionalized. This creates the
possibility of gaps between early detection, epidemiological investigation,



laboratory confirmation, security assessment, attribution, and judicial response. A
biological event may therefore be recognized rapidly as a public-health emergency
without an equally rapid transition toward a coordinated security and criminal
investigation when deliberate action is suspected. Laboratory capacity illustrates this
problem particularly clearly. Laboratories are generally understood as components
of public-health infrastructure, but in a suspected bioterrorist incident they also
become critical components of criminal justice and national security. Laboratory
identification of an agent may contribute not only to medical treatment and
epidemiological control but also to determining the nature and origin of an incident.
Consequently, laboratory procedures, sample preservation, chain of custody,
evidence management, and communication between scientific and judicial
authorities require integrated protocols. The study also finds that the expansion of
biotechnology and dual-use research has transformed the nature of biosecurity
governance. The principal challenge is no longer simply preventing access to
biological agents; it also involves governing knowledge, technologies, laboratories,
scientific information, and research practices that may have both beneficial and
harmful applications. Excessive restriction of scientific activity may undermine
legitimate biomedical research, whereas insufficient oversight may increase
biological risks. Effective governance therefore requires risk-based regulation,
institutional responsibility, professional standards, information security, and
responsible scientific communication. A further finding concerns the relationship
between international regimes and domestic implementation. International
obligations become operationally meaningful only when they are translated into
domestic procedures, institutional responsibilities, technical standards, and
mechanisms of accountability. Membership in international instruments alone
cannot guarantee effective biosecurity. The practical question is whether
international principles are incorporated into a functioning national system capable
of detecting, preventing, containing, investigating, and responding to biological
incidents. The Iranian criminal-policy framework consequently appears to have a
stronger foundation in formal capacities than in institutional integration. The main
challenge is therefore not necessarily the absence of additional criminal provisions.
Expanding criminal legislation without simultaneously improving coordination,
evidence procedures, surveillance systems, laboratory protocols, and
interinstitutional communication may have limited practical effect. The central
policy issue can instead be conceptualized as the governance of existing capacities.
5. Conclusions and Suggestions

The study concludes that bioterrorism should be treated as a cross-sectoral security
problem rather than solely as a conventional criminal or military threat. Its distinctive
characteristics require the simultaneous integration of public-health surveillance,
scientific expertise, laboratory capacity, intelligence, emergency management,
criminal investigation, and judicial mechanisms. Iran possesses several of the

10

World Politics, Vol. 14, No. 4, 2026



11

Biosecurity Governance and Countering .....

necessary components of such a system, but their fragmentation and insufficient
operational integration may reduce the effectiveness of the overall response.

The study therefore proposes a shift from a capacity-building approach toward a
capacity-governance approach. First, institutional responsibilities for prevention,
detection, response, investigation, and judicial action should be clearly defined.
Second, standardized protocols should be established for communication between
health, laboratory, security, law-enforcement, and judicial institutions. Third,
procedures for biological sample management, laboratory evidence, chain of
custody, and forensic investigation should be developed and regularly tested. Fourth,
national early-warning and information-sharing mechanisms should be strengthened.
Fifth, joint exercises involving health, security, emergency-management, laboratory,
and judicial institutions should be conducted to identify institutional gaps before an
actual biological crisis occurs. Sixth, governance mechanisms for dual-use research
and emerging biotechnology should be developed through proportionate, risk-based
approaches that preserve legitimate scientific activity while reducing biosecurity
risks. Ultimately, the effectiveness of Iran’s counter-bioterrorism criminal policy
should not be assessed merely by the number of laws, institutions, laboratories, or
security mechanisms that exist separately. The more important criterion is whether
these capacities can function collectively as a coherent national biosecurity
governance system. The integration of prevention, detection, response, investigation,
and accountability provides the principal foundation for transforming existing
institutional capacities into an effective and sustainable strategy for countering
bioterrorism.

Keywords: Bioterrorism, Biosecurity Governance, Criminal Policy, International

Regimes
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